
The New Year has arrived – so what are some 
of the issues employers should be focussing 
on in 2018? 

Gender pay reporting

You may recall that last year private and 
voluntary sector employers in England, Wales 
and Scotland with at least 250 employees 
were required to publish information about 
the differences in pay between men and 
women in their workforce, based on a pay 
bill ‘snapshot’ date of 5 April 2017, under 
the Equality Act 2010 (Gender Pay Gap 
Information) Regulations 2017. The first reports 
will be published by 4 April 2018, (30 March 
2018 for large public sector employers). This 
new information is designed to raise the profile 
of pay differentials between men and women 
so we can expect a sharp rise in equal pay 
claims in Employment Tribunals. Even if you 
are a smaller employer, you should be aware 
of any potential issues with pay equality in 
your organisation. Have you reviewed your pay 
arrangements recently? 

General Data Protection Regulations 
(GDPR) 

GDPR is not in force until 25 May 2018 but 
employers should already be working on how 
to implement the GDPR into their working 
practices. Some organisations (public sector 
bodies and those whose business activities 
require significant quantities of personal data 
to be processed) may have to recruit a specific 
data protection officer. All businesses should 
be looking at how they process and use 
personal data to make sure their procedures 
are fit for purpose. Why? Quite simply if a 
business breaches the GDPR, there could be 
significant financial penalties with fines of up to 
4% of annual worldwide turnover or €20 million 
(the greater of the two). 

If you would like a copy of our GDPR factsheet 
that provides greater information on this topic, 
please email kevin.jones@clarkewillmott.com or 
paula.squire@clarkewillmott.com

Tribunal applications

The removal of tribunal fees has already 
resulted in a significant increase in Employment 
Tribunal cases being pursued. Recent statistics 
have found that the overall number of claims 
rose 66 per cent in the three months after 
fees were abolished in July and so it is vital that 
employers review their employment policies, 
practices and procedures to minimise the risk 
of disgruntled employees or job applicants 
registering a claim. Are your policies compliant 
with the law? Do you have robust procedures 
to deal with capability, conduct and grievance 
matters? Are your staff contracts and 
Handbooks up to date?

We can help you!

For a competitive fixed fee we can arrange a 
comprehensive ‘HR audit’ to be undertaken 
which is designed to highlight areas on non-
compliance and recommend best-practice 
improvements. We will work with you to review 
all of your employment practices, documents, 
and procedures. We will follow this up with a 
colour coded report highlighting priority areas 
for your business and what changes you need 
to make. Any required follow-up work would be 
costed on a fixed fee, no obligation basis. 

If you would like to quote for a compliance 
audit, please contact Bex Sinclair, Head of HR 
Consultancy. Tel: 0345 209 1831 or Email:  
bex.sinclair@clarkewillmott.com

2018 HR Focus Welcome
to the New Year edition of 
our Employment Matters

Hello again from Clarke Willmott 
LLP’s Employment & HR team. 
Welcome to another edition of 
Employment Matters.

For further information on any of 
the topics in this month’s Employment Matters, 
please contact a member of the employment & 
HR team. 

As ever, we welcome your feedback and if 
you would like to see a particular area or topic 
featured in future issues, please let us know by 
emailing bex.sinclair@clarkewillmott.com.

Kevin Jones 
Head of Employment & HR
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Data protection & employee 
class actions
In the last month the case of Various Claimants v WM Morrison 
Supermarkets Plc (Morrisons) has been reported regarding the 
supermarket’s vicarious liability for the disclosure of the personal 
information of 100,000 staff on the internet. 
This case highlights the extent to which an employer can be liable for 
the actions of an employee outside of work time and on their personal 
computer.  

Mr Skelton (S) worked at Morrisons as a senior IT Internal Auditor and had 
access to sensitive and confidential personal data about staff. Unbeknown 
to Morrisons he also sold a legal slimming drug online. In May 2013, S used 
the Morrisons’ post room to send a package of the slimming drug. Whilst 
doing so, the package split revealing the white powder which caused alarm 
to his colleagues. Due to concerns that this was an illegal drug, the police 
were called and S was arrested. S was placed on suspension whilst the 
police tested the powder – revealing it was in fact a legal substance. 

When S returned to work in July 2013 he was disciplined on the basis 
that his actions had caused alarm, could have closed the post room and 
were contrary to Morrisons’ values. He was given a warning and appealed 
against this sanction but the appeal was not upheld. 

In November 2013 S was asked to provide KPMG with payroll data for 
external audit purposes. The information was stored on secure software 
which S did not have access to. S was provided with an encrypted USB 
stick which he downloaded onto his work computer. He then downloaded 
this onto another USB stick provided by KPMG and forwarded it to them. 

The downloaded data remained on S’s computer and he copied it onto a 
personal USB stick. On 12 January 2014 a file containing the personal data 
of 100,000 Morrisons’ employees was posted on a file sharing website by 
S. S had used another employee’s details to open an account to post the 
file online. 

S was subsequently arrested and charged with fraud, offences under the 
Computer Misuse Act 1990 and section 55 of the Data Protection Act 1998 
(DPA). He was later convicted in 2015 and sentenced to 8 years in prison. 

5,518 employees (the Claimants) of Morrisons brought a claim for 
compensation for breach of the DPA, breach of confidence and misuse of 
private information. They argued that Morrisons had primary liability for its 
own acts as well as vicarious liability for those of S. 

The Claimants were unsuccessful in their DPA claim against Morrisons for 
primary liability as the High Court found that Morrisons was not the data 
controller when the information was disclosed. Although Morrisons had 
failed to take appropriate measures to guard against unlawful disclosure, 
this was not found to have caused or contributed to the unlawful disclosure. 

One suggestion was that Morrisons should have been aware that S had 
research software which disguises a computer user’s identity on the internet 
– this was deemed to be impractical, expensive and difficult to justify. 

The Claimants were also unsuccessful in their claims against Morrisons 
for primary liability for misuse of private information and breach of 
confidence as the disclosure was not as a result of its actions, authority or 
carelessness. 

The High Court did, however, find that Morrisons was vicariously liable for 
S’s conduct – the test being whether S’s actions were carried out in the 
course of his employment. Several factors were considered in this respect 
– Morrisons had entrusted S with the payroll data, S was appointed on the 
basis he would receive confidential information and it had taken the risk 
that it might be wrong to trust S. S was tasked with receiving, storing and 
disclosing the information, therefore, the fact that he had opted to disclose 
it to others was closely related to what he was tasked with doing. 

The fact that S later disclosed the information from a personal computer, 
at home and outside of working hours was not sufficient to break the chain 
of events. The connection between S’s position and his wrongful conduct 
would therefore make Morrisons liable for all of the claims in question.

Morrisons has already been granted leave to appeal this decision and it 
has indicated that it will do so. This is the first ever class action for a data 
breach which has been heard by the courts and is of particular concern for 
employers as it was acknowledged that there is no failsafe system when 
entrusting employees with personal data. Even when an employer has 
done as much as is reasonably possible such that it is not liable under the 
DPA, they can still be found vicariously liable for an employee’s act that was 
intended to cause damage to its reputation. 

The compensation for these claimants, as well as any of the remaining 
94,000 that decide to claim, would have significant financial implications. 
The GDPR will only increase the impact of such a case, as it will extend 
rights from data controllers to data processors also. We therefore await the 
outcome of any appeal with interest and please do not hesitate to contact 
us if you need any help preparing for GDPR (if you would like to receive our 
free fact sheet then please contact us for one – details later in this update), 
or with any employee data issue.
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Protecting against Brexit 
uncertainty affecting your EU 
national employees
Brexit has created a wealth of uncertainties for EU national employees. 
In this article we take a look at steps employers and employees should 
consider taking to protect their business and own interests against any 
adverse impact Brexit might have upon their operations/EU National 
employees’ rights to continue working in the UK.
Protecting current employees, including EU migrants, is important to 
address a possible issue of a reduced pool of labour/candidates.

Employers can maximise their recruitment pool by obtaining and/or 
maintaining a Sponsor Licence. Where an employer does not already have 
a Sponsor Licence and it anticipates any skill shortages, obtaining a licence 
can potentially allow the employer to recruit from a global talent pool, albeit 
subject to the current costs and restrictions of this route.

Existing sponsors will likely seek to recruit more migrant workers from 
overseas to address anticipated skill shortages.

Employers who have international sister/parent companies may also 
consider the benefits of intra-company transfers.

All businesses should continue to recruit EU migrants without 
discrimination. Any decision not to recruit an EU migrant because of the 
risk that they may not be able to work in the UK after 29 March 2019, is 
likely to amount to unlawful direct discrimination under the Equality Act 
2010 because it is unlawful to refuse to appoint a person because of their 
nationality.

In addition, recruitment, reward and training strategies are likely to be 
increasingly critical. The pressures to improve competitiveness amongst 
employers may be greater than normal.

The government has confirmed that if a European national already has 
five years of continuous residence in the UK at the point the UK leaves the 
EU – on 29 March 2019 – they will be eligible for settled status. And if a 
European national has been here for less than five years they will be able to 
stay until they have reached the five year threshold. If an employee already 
has a valid permanent resident document they will be able to have their 
status converted to settled status free of charge. 

EU migrants should therefore, as far as possible, protect their position by 
obtaining documentation to confirm their current status and also consider 
naturalising as British where they are rooted in the UK, with the support of 
their employers. If you have any questions or concerns regarding any Right 
to Work in the UK or business immigration employment issues then please 
contact tim.copplestone@clarkewillmott.com or  
sarah.driscoll@clarkewillmott.com

mailto:tim.copplestone%40clarkewillmott.com?subject=
mailto:sarah.driscoll%40clarkewillmott.com?subject=


04 Employment Matters January 2018

clarkewillmott.com Great service... Great people...
Clarke Willmott LLP is a limited liability partnership registered in England and Wales with registration number OC344818. It is authorised and regulated by the Solicitors Regulation Authority (SRA 
number 510689), whose rules can be found at http://www.sra.org.uk/handbook/. Its registered office is 138 Edmund Street, Birmingham, West Midlands, B3 2ES. Any reference to a ‘partner’ is to a 
member of Clarke Willmott LLP or an employee or consultant who is a lawyer with equivalent standing and qualifications and is not a reference to a partner in a partnership.

Key contacts 
Kevin Jones 
Partner 
0345 209 1140 
kevin.jones@clarkewillmott.com

Sharon Latham 
Partner 
0345 209 1332 
sharon.latham@clarkewillmott.com

Emma Hamnett 
Partner 
0345 209 1878 
emma.hamnett@clarkewillmott.com

Marc Long 
Partner  
0345 209 1581 
marc.long@clarkewillmott.com

Kate Gardner 
Partner 
0345 209 1420 
kate.gardner@clarkewillmott.com

Bex Sinclair 
Head of HR Consultancy Unit 
0345 209 1831 
bex.sinclair@clarkewillmott.com

How our Employment & HR legal experts can can help 
you
HR Guardian: Employment Law insurance that protects your business  
- click to find out more >>

Your HR: Your business, your people, your choice of HR support  
- click to find out more >>

Your People: The complete HR solution  
- click to find out more >> 

Our employment law and HR services
The Clarke Willmott Employment and Human Resources team comprises 
a mixture of experienced employment lawyers and HR consultants. With 
this combination, we provide a genuinely holistic and complete support 
service to employer organisations.

We are a solutions driven team that strives to provide usable commercial 
advice on any “people issue” that an organisation might encounter. 
We are also extremely responsive and always provide advice in “plain 
English”.

Support options include “pay as you go” to comprehensive retainers 
with agreed monthly fees. For those organisations wanting the comfort 

of insurance against employment tribunal claims we offer a very cost 
effective policy and litigation support programme.

For further details about our services please visit our website:

•  Our full employment and HR services

•  Our legal support services

•  Our HR support services

•  Our immigration services

•  Our *Your People HR tool

•  Our fixed fee HR and legal support costs

•  Key employment facts and figures

Join our “HR South West” 
Networking Group on 
LinkedIn. 

Read our ‘HR Bites’ blog. Follow us on Twitter. 
@employment_hr
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