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Our Technology team 

Technology pervades every area of modern life. Its impact ranges from headline-grabbing news about IT surveillance by 
NSA and GCHQ or massive IT systems failures, to more mundane concerns such as the security of online transactions 
and employees exposing their employers to liability for inappropriate comments on social media platforms such as 
Twitter and YouTube.  

Furthermore, the Data Protection Act and Freedom of Information Act have evolved and acquired increased importance.  

This brochure provides an outline of our work in the information and communications technology field; members of the 
Technology team also work with providers and users of a wide range of complex technologies such as automotive, 
aviation, electronics and renewable energies. Further details can be found on our website or made available on request.  
 
Our Clients  
 
Our clients include specialist software and apps developers, website solutions providers, brand owners, and a wide 
range of public and private sector organisations acquiring large scale ICT systems or with outsourcing requirements in 
the ICT field. They include Non-Governmental Organisations and other public sector bodies whose ICT acquisitions are 
constrained by public procurement rules as well as by ordinary commercial considerations.  

Our Services  
 
Information and Communications Technology (“ICT”)  

Our team gives specialist advice across the entire spectrum of technology law, to both acquirers and suppliers of ICT 
services, and in both contentious and non-contentious fields. Our services include:  

• e-disclosure and IT forensic analysis.  

• Software copyright disputes.  

• Drafting and negotiating large scale ICT acquisition contracts, including appropriate service level agreements.  

• ICT outsourcing, managed service provision, website design and development.  

• Cloud service agreements, Software as a Service (“SaaS”) and social media issues.  

• Employee related IT issues, including in particular policies for mobile working, Bring Your Own Device 
(“BYOD”), remote working, IT Acceptable use and social media usage.  

• On the contentious side, not only do we act on ICT contractual disputes, but also advise on search and seize 
orders where there is a major ICT element, obtaining Norwich Pharmacal orders for disclosure of subscriber 
details against ISPs, online defamation and claims arising from misuse of social media.  

 

 

 



 
Examples of our recent work  

• Advising, drafting and negotiating licences for Xpertrule Limited, the developer of rule-based expert systems 
for complex environments, including systems specifically adapted to assist financial institutions effectively to flag 
up suspicious transactions for money-laundering compliance.  

• Putting in place a complete suite of contractual arrangements relating to the distribution and use of a 
downloadable app for vehicle fleet management, including advising on privacy and data protection issues for 
the app developer.  

• Assisting an IT firm in drafting and negotiating high value SaaS contracts for the supply of its solutions into the 
financial services and insurance sectors.  

• Drafting offshore software development framework agreements, taking particular account of security and IP 
protection concerns, for a range of clients on both the contractor and the supplier side.  

• Advising The Berkeley Group plc on its entire ICT programme, including advice on BYOD, communications 
infrastructure replacement, software development, sharing data with contractors and suppliers and the 
associated data security implications.  

• Reviewing online terms of business for a wide variety of organisations including Mazuma Mobile and 
Tomorrow’s Guides Limited including advice on the regulatory framework for online business in Europe and 
on the defamation and other risks posed by customer reviews hosted on client websites.  

• Considering and advising several clients on the options available where they were the target of hostile, 
anonymous and pseudonymous campaigns on social media, including working closely with forensic IT 
specialists to identify the origin of defamatory material.  

• Acting for an accountancy brokerage in connection with a proposal for the full e-assessment of its certification 
programmes delivered in an on-demand global model. This involved advising on the tender process, 
preparation of the services agreement, due diligence and on-going negotiation with the preferred supplier.  

• Acting for The ReThink Group in relation to a major commercial contract with a third party in respect of its IT 
systems, including certain business critical systems.  

• Acting for several clients in major IT contractual disputes including with an international dimension.  

  



 
Data Protection and Data Security  

We offer a complete data protection and data security service to our clients including assisting clients with data 
protection registration and advising on the scope and need for registration. This includes advising on issues with respect 
to the transfer of personal data outside the European Economic Area. These issues arise particularly in the context of off-
shored software development and Cloud computing.  

We also draft contracts for “ethical hacking” and controlled penetration testing of systems, intended to flag up areas of 
security vulnerability and provide strategic advice with respect to data breaches. This includes advising on notification 
obligations and assisting clients with putting agreed damage limitation strategies into effect and, if necessary, liaising 
with the Information Commissioner’s Office on penalties and remediation.  

Other areas of work we undertake include:  

• advising on privacy policies; 

• online marketing and anti-spam regulations; 

• assisting clients with handling subject access requests under the Data Protection Act; 

• advising in relation to data security breaches or pro-active testing of systems to show security vulnerabilities 
policies and data protection issues; 

• liaising with the Information Commissioner in the event of complaints made to the ICO by data subjects); and 

• litigation (including applications for emergency injunctive relief). 

While the nature of data security and data protection makes the specifics of our advice very sensitive, our clients in this 
area include a wide range of public and private sector organisations, including charities, social housing providers, NGOs, 
website operators, listed plcs, SMEs and overseas companies and law firms.  

Examples of our work  

• Acting for a major provider of park holidays in relation to a highly contentious subject access request raised in 
the context of litigation; advising on available exemptions and on the interplay between disclosure in litigation 
and responding to a subject access request under the Data Protection Act.  

• Offering specialised and tailored training to a number of registered social housing providers as to their 
compliance under the Data Protection Act and associated legislation. This included, in particular, training and 
best practice advice with respect to Health and Safety issues including informing employees and other 
personnel about known anti-social behaviour issues with respect to tenants.  

• Providing advice to the promoters of an app to monitor driver behaviour, used both in fleet management and in 
applications for discounted motor insurance, on appropriate management and disclosure of personal data 
gathered using the app, including the use of anonymised and aggregated data.  

• Drafting appropriate contractual provisions in offshore (India) software development contracts for compliance 
with the eighth data protection principle.  

Lecturing to MBL and CLT on data protection and data security issues in Cloud computer contracts, including the need 
for data escrow provisions. 



 

What the directories say about us: 
 
“Well-rounded practice, known for its 
infrastructure, renewable energy and 
housing focus.” Chambers 
 
“provides an excellent service to clients in 
the field” Legal 500 
 
“This friendly, approachable practice is 
applauded for taking a commercial 
approach to its work and acknowledged for 
balancing legal advice with the wider 
picture". Chambers 
 
“exceptional’ team” Legal 500 

About Clarke Willmott 

Clarke Willmott LLP is a national law firm with over 500 lawyers and support staff operating from offices in 
London, Birmingham, Bristol, Cardiff, Southampton, Manchester and Taunton. The firm was established in 
1888 and we are proud of our strong heritage.

Our Sectors 

Recognising that our clients prefer working with 
lawyers who understand the climate in which they 
operate and how their business actually works 
day-to-day, we decided a number of years ago, to 
adopt a sector-led approach.  

The success of such a strategy can be evidenced 
by our reputation in a number of key industry 
areas. These include our 120-strong Real Estate 
and Construction group, nationally-renowned 50-
strong Social Housing group, and specialist Retail 
group – as well as leading teams advising on 
Renewable Energy, Agriculture, Sport and Private 
Client. 

Our approach 

Providing excellent service is a key priority for us 
and that is reflected in the main mission statement 
of our Business Plan, which is “To be recognised 
as leaders in client service”. The belief that our 
clients should always come first is entrenched in 
everything we do. We have been awarded The 
Law Society's Lexcel accreditation in 
recognition of our compliance and client care 
standards. 

We have Investors in People accreditation in 
recognition of our training and development 
programmes and, in 2012, launched the Clarke 
Willmott School of Management, designed to 
develop the business skills of our lawyers.  As a 
signatory to The Law Society’s Diversity and 
Inclusion Charter we are firmly committed to a 
framework for positive action across all strands of 
diversity. 

 

Working closely with the communities in which we 
operate is important to us and our active 
Corporate Social Responsibility policy encourages 
our staff to give something back through 
volunteering, fundraising and pro-bono work. As a 
member of the Legal Sector Alliance, we are 
also strongly committed to reducing our carbon 
footprint through investing in greener ways to do 
business. 
 

 

 



Great service... Great people...

Birmingham 
138 Edmund Street,  
Birmingham B3 2ES

Bristol 
1 Georges Square,  
Bath Street,  
Bristol BS1 6BA

Cardiff 
2nd Floor, Emperor 
House, Scott Harbour, 
Pierhead Street,  
Cardiff CF10 4PH

London 
1 Chancery Lane,  
London WC2A 1LF

Manchester 
19 Spring Gardens,  
Manchester M2 1FB

Southampton 
Burlington House, 
Botleigh Grange 
Business Park,  
Hedge End, 
Southampton SO30 2AF 

Taunton 
Blackbrook Gate,  
Blackbrook Park Avenue,  
Taunton TA1 2PG 

clarkewillmott.com

Clarke Willmott LLP is a limited liability partnership registered in England and Wales with registration number OC344818.  It is authorised and regulated by the Solicitors Regulation Authority (SRA number 
510689), whose rules can be found at http://www.sra.org.uk/handbook/. Its registered office is 138 Edmund Street, Birmingham, West Midlands, B3 2ES.  Any reference to a ‘partner’ is to a member of 
Clarke Willmott LLP or an employee or consultant who is a lawyer with equivalent standing and qualifications and is not a reference to a partner in a partnership. 

Contact us for more information on how we can help you:

t: 0345 209 1000   e: info@clarkewillmott.com
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